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Security of U.S. , 
Said to Be Hurt 
By Data Leaks 

Flow of Information to 
Soviet Found Harmful 
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By PHILIP ML BOFFEY 

Special toTb»NwYorkTl»« 

WASHINGTON, Sept. 30— A panel of 
experts appointed by the National 
Academy of Sciences has ennchided 
that there has been “substantial and 
: serious” leakage of American tech* 
I nology to the Soviet Union. The leakag e 
included “a significant portion” that is 
“damaging to national security,” the 
panel said in a report released today. 

But the panel, which was given top- 
secret intelligence briefings, found that 
open scientific communications and ex- 


Excerptsfrom report, page All. 


changes, particularly the activities’ of 
universities, played “a very small 
part” in the leakage. 1 

It also warned that Government ef- 
forts to clamp down on the free flow of 
scientific information “could be ex-, 
tremely damaging to overall scientific 1 
and economic advance as well as to ' 
military progress.” ! 

'Damaging Transfers' 

The head of the 19-member panel, Dr. : 
Dale R. Corson, president emeritus of 
Cornell University, told a news confer- 
ence that “these damaging transfers 
have occurred" through legal sales of 
products to the Soviet Union in periods , 
of detente, through illegal sales of pro- 
scribed products, through transfers of 
American technology to the Soviet 
Union by third world countries and j 
through “a highly organized espionage 
operation.” 

The report, entitled “Scientific Com- ' 
muni cation and National Security,” 
does not give details on how any partic- ) 
ular technology leaked to the Soviet' 
Union was applied to military purposes 


But it cites intelligence estimates 
that the militarily significant 
gies acquired by the Soviet Union and 
East European nations include such 
items as computer hardware and soft- 
ware, mirror technology suitable for 
laser weapons, advanced inertial guid- 
ance systems for missiles; jet engine 
designs, underwater navigation equip- 
ment and information on space satellite 
technology^ . * 

The panel's report thus gives support 
to both sides of an increasingly acri- 
; manious debate be t wee n national se- 
curity officials and the scientific cornel 
munity concerning the extent to which 1 
security restrictions should be applied 
to scientific knowledge. 

“The panel has no reason to doubt," 
the report said, “Government asser- 
tions that such acquisitions from the 
West have permitted the Soviet mili- 
tary to develop countermeasures to 
Western weapons, improve Soviet 
weapon performance, avoid hundreds 1 
of millions of dollars in R&D costs, and) 
modernize critical sectors of Soviet 
military production.” 

However, the panel said it had 
reached a “strong consensus” that 
“universities and open scientific com- 
munication have been the source of 
very little of this technology transfer 
problem.” The panel said it bad been 
shown “no documented examples” of 
national security damage from open 
scientific communications, and it ex- 
pressed "serious doubt” that the Soviet 
Union could “reap significant direct 
nuhtary benefits” from the flow of 
scientific information “in the near 

The group’s central conclusion, em- ! 
phasized in a news release accompany- ' 
ing its report, is that national security is ' 
more apt to be enhanced through a 
policy of open scientific communication 
that promotes scientific accomplish- 
ment rather than through a policy of se- 
crecy controls that yield "limited and 
uncertain benefits.” 


Tin. icpmrt was gieeiea warmiy Dy 1 
George A. Keywarth 2d, President Rea- 1 
gan's science adviser, who said he! 
found “very helpful the arguments that | 
the report makes for security through 1 
accomplishment, rather than security ! 
through secrecy." He added: “The last • 
thing we want to do is ape the repres- 1 
sive Soviet model, which stifles techno- ! 
logical innovation through its obsession 
with secrecy.” 

The report was called “a good start” : 
by Ad m. hobby K. inman, form iri 
Deputy Director of the Central' Tn»»|K :! 
gence Agency, wno caused a turor uflfie • 


iiT mmc 

scientific community by suggestin g the 
neea for voluntary resthSonSTcma 
wide ran ge 

aid the report agreed with hi* 


tipn that there has been “substantial 
■lechnolog'Y loss” and that research 
scientists should take a handT iTat. 
tempting to preveni' it. But he urged q 
follow-up study on industrial research. 


wmch he desenoea as “a verymator 

part of the problem. y r *— 

i he Defense Department simply said 
that the report “will provide an excel- 
lent opportunity for future dialogue. 
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